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Securing Industrial Operations and
Resilience: The Imperative Role of a Chief
Operations Security Officer (COSO)

Disclaimer: The views expressed in this newsletter are solely an independent personal perspective of the authors, derived
from their extensive past industry experience and intended to provide valuable insights for the OT Security community.
These views do not reflect the positions or perspectives of their current employer or organization and should not be
associated with their current roles or affiliations. All images used are generated by GenAl, and the content is entirely
original, representing the authors' own thoughts. Any resemblance to existing material is purely coincidental, as similarities
may arise due to shared industry expertise and common experiences in the OT Security domain.
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INTRODUCTION honorsssionns

In an era defined by interconnected technologies
and Industry X.0 advancements, the integration
of Operational Technology (OT) with Information
Technology (IT) brings forth unprecedented
opportunities and challenges. Security risk
posture analysis of the OT systems is becoming
critical with the advent of digital integration
opportunity. While this integration brings
benefits such as improved efficiency and
flexibility, it also introduces vulnerabilities that
can be exploited by malicious actors. IT-OT
integration has become inevitable and so is the
security risk on Industrial control environment,
hence the need of a dedicated Chief Operations
Security Officer (COSO) has never been more
critical. This article explores the imperative role
of a COSO in fortifying the security of Operational
Technology and Industrial Control Systems.

NAVIGATING THE COMPLEXITY OF INDUSTRIAL
CONTROL SYSTEMS

Operational Technology (OT) is the backbone of critical industries like energy, manufacturing, and
transportation, managing the vital processes that keep these sectors operational. At the core of OT are
Industrial Control Systems (ICS), which ensure efficiency and safety by orchestrating essential activities.
However, as ICS increasingly interconnects with Information Technology (IT), a new layer of
cybersecurity complexity emerges. Many industrial facilities still rely on legacy control systems that
weren't designed to counter today's sophisticated cybersecurity threats. These outdated systems
present significant vulnerabilities that could be exploited, leading to potentially catastrophic
consequences.

Upgrading or replacing these legacy systems is a challenging and costly endeavor. It requires careful
planning to ensure that new systems are compatible with existing infrastructure while effectively
addressing cybersecurity risks. As OT and IT continue to be integrated, it's crucial for industries to focus
on securing these critical environments—not just to meet regulatory demands, but to protect the
essential processes that form the foundation of modern society
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Esoteric Expertise

The COSO brings a unique blend of expertise in
both OT and cybersecurity, understanding the
intricacies of industrial processes and the specific
challenges associated with securing OT
environments. The expertise of the COSO
encompasses a broad range of technical,
managerial, and strategic competencies to
protect industrial control systems against
cybersecurity threats and ensure the resilience
of critical infrastructure operations. Strong
technical skills in Industrial control systems and
cybersecurity makes it possible for the Chief to
set strategic ICS security objectives, allocate
resources, mentor staff and foster a culture of
security awareness within the Operational
technology environment. COSO shares a high
degree of accountability along with the factory
functional heads in developing and navigating
the Operational technology security plan within
the Organization. Expert knowledge of Industrial
control system environment topped with
cybersecurity brings superior edge to the COSO
to evangelize security thoughts among the folks
dealing with plant & machinery operations.
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Cybersecurity

The industrial automation ecosystem is evolving,
and manufacturing leaders see cyber risk as a
key threat that might bring their operations to a
complete stop. Organizational techniques for
addressing the appropriate risks related to
industrial control environment security are
lacking. It is challenging for IT security
professionals to close security vulnerabilities in
the OT environment when deciding on
appropriate measures to protect the industrial
environment and navigating the technical and
cultural differences between the IT and OT
technology ecosystems. Determining solutions to
safeguard the intricate, massive, and diverse
industrial control system environment requires
careful consideration of the position of the
industrial cybersecurity leader. The creation of
practical security roadmaps for industrial
environments is greatly aided by the Chief
Operations & Security Officer (COSO). By
evaluating the OT security risk, delivering

mitigation techniques to the factory manager or
head of the manufacturing facility, developing
training and awareness focused on ICS security,
and assessing the needs and requirements of the
technical architectural design, COSO fills the gaps
between functional operability and cybersecurity
compliance within organizations.
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Regulatory Compliance and Standards

The emergence of OT security requirements is
relatively new and rapidly evolving, unlike the
more established IT security regulatory
compliance. Standards such as NIST 800-82, NIST
800-53, NERC-CIP, and ISA/IEC 62443 provide
crucial security criteria for OT systems, which
often differ from those for IT setups.

To effectively manage an OT security program,
manufacturing and industrial facilities must
establish an independent OT security policy or
standard. Understanding the needs of people,
processes, and control systems within the plant
is essential. Expertise in these areas is vital for
developing OT-focused policies and managing
the OT security program effectively. In this
context, the role of COSO becomes
indispensable.
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Risk Management

The OT environment security relies on the safety,
reliability, and availability of the people, plant,

and machinery operating in the industrial
environment. This is in contrast to IT
environment security, which focuses on

confidentiality, integrity, and availability. Analysis
has shown that, generally speaking, the risk
management of the ICS environment differs
from that of the IT environment. In an ICS setting,
risk management is concentrated on impact
elements such as the environment, production,
and safety and health, where these are of utmost
importance.

As a control system and application specialist,
COSO is able to confirm the security risks
present in these procedures and recommend
workable mitigation strategies. Understanding
the production process, as well as any associated
assets and networks, is essential when drafting a
business impact analysis for OT systems.
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Collaboration of OT & IT Security

In the industrial and plant production environment, the Chief Operations Security Officer (COSO)
should be in charge of constructing industrial security and improving highly fragmented and complex
OT networks. The organization’s information security is handled by the Chief Information Security
Officer (CISO). COSO and CISO need to work as peers and must secure their ecosystems independently.
Many past cyber incidents in the OT environment were traceable to IT vulnerabilities. Therefore, it is
essential to focus on the OT environment from a separate lens to establish adequate zero trust
controls and plans. The COSO, with their focused and subject-specific expertise, needs to synergize with

the CISO at the point of enterprise integration of OT and align their requirements to target the larger
goal of the organization.

Key Points to Consider:
1.Distinct Roles and Responsibilities:
o COSO: Focuses on securing operational technology, ensuring the safety, reliability, and
availability of industrial processes.
o CISO: Manages information security, protecting data integrity, confidentiality, and availability.
2.Independent yet Collaborative:
o Both roles must operate independently to address their unique challenges but collaborate to
ensure a holistic security posture.
3.Zero Trust in OT:
o Implementing zero trust principles in OT environments is crucial. This includes strict access
controls, continuous monitoring, and segmentation of networks to minimize risks.
4.Cohesion for a Unified Goal:
o The Cohesion of COSO and CISO efforts should aim at a unified organizational security strategy,
leveraging each other’s strengths to protect both IT and OT environments.
5.Learning from Past Incidents:
o Analyzing past cyber incidents can provide valuable insights into potential vulnerabilities and
help in developing robust security measures.
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Talent Development and Training

Acknowledging the lack of qualified cybersecurity specialists in the business world, the Chief Operations
Security Officer (COSO) plays a crucial role in talent development efforts. The lack of expertise in OT
security is a global problem. Due to their emphasis on output and ignorance of security vulnerabilities
in the OT environment, industries never anticipated such requirements. This has led to a significant gap
in the skill pool, which is particularly niche, especially with the recent spike in OT cyber incidents.

A manufacturing facility's OT security engineer is primarily a control system specialist with knowledge of
cybersecurity procedures and solutions designed specifically for OT environments. The COSO
contributes significantly to the development of ICS security specialists’ capabilities and shares their
opinions and suggestions to enhance the organization'’s talent pool.

Key Points to Consider:

¢ Global Skill Gap: The shortage of qualified OT security specialists is a worldwide issue, exacerbated
by the increasing frequency of OT cyber incidents.

¢ Role of COSO: The COSO is instrumental in bridging the skill gap by developing training programs
and initiatives tailored to OT security needs.

e Specialized Training: OT security engineers require specialized training that combines control
system expertise with cybersecurity knowledge. This dual focus is essential for effectively securing
OT environments.

¢ Industry Awareness: Industries must recognize the importance of OT security and invest in
developing the necessary skills within their workforce. This includes continuous education and
hands-on training.

e Collaborative Efforts: Collaboration between COSO, CISO, and other stakeholders is vital to create
a comprehensive talent development strategy that addresses both IT and OT security needs.

¢ Leveraging Expertise: The COSO's insights and expertise are invaluable in shaping the training and
development programs, ensuring they are aligned with the latest industry standards and best
practices.
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Guarding OT System Resilience & Security:

In today's interconnected technological landscape, the integration of Operational Technology (OT) with
Information Technology (IT) has created both opportunities and vulnerabilities. As industries embrace
digital transformation and Industry X.0, the role of a Chief Operations Security Officer (COSO) becomes
not just beneficial but imperative. A COSO provides the essential leadership and expertise to secure
OT and Industrial Control Systems (ICS) effectively, safeguarding industrial operations.

Key Contributions of a COSO:

o Expertise in OT and Cybersecurity: A COSO combines in-depth knowledge of industrial
processes with advanced cybersecurity skills, setting strategic security objectives, and fostering a
culture of security awareness.

e Leadership in Industrial Cybersecurity: Leading efforts to close security gaps within the OT
environment, a COSO creates security roadmaps, evaluates risks, and ensures compliance.

e Risk Management: Focusing on the safety, reliability, and availability of people, plants, and
machinery, a COSO drafts effective business impact analyses and mitigation strategies.

e Regulatory Compliance: Implementing OT-focused policies to meet evolving security standards,
the COSO provides essential guidance in regulatory compliance with standards like NIST 800-82,
NIST 800-53, NERC-CIP, and ISA/IEC 62443 etc.

e Collaboration with IT Security: By fostering collaboration between IT and OT teams, the COSO
bridges the gap between these traditionally siloed areas, enhancing the overall security posture
through the establishment of zero trust controls and comprehensive security plans.

e Talent Development: In response to a global shortage of OT security experts, a COSO contributes
to developing and enhancing the talent pool of OT/ICS security specialists.

e Guardian of Industrial Cybersecurity: The COSO stands as a guardian in the evolving landscape
of industrial cybersecurity, ensuring the resilience and security of the technological heartbeat that
powers our essential industrial processes.

¢ Driving Secured Digital Transformation: As industries undergo digital transformation, the COSO
ensures that security is an integral part of this journey, protecting the organization from emerging
threats and vulnerabilities.

By addressing the complexities of OT environments and fostering collaboration between IT and OT
teams, the COSO plays a critical role in fortifying the security posture of critical infrastructures.
Organizations must recognize this perspective and begin introducing this imperative role of COSO.
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BUILDING CONMECTIONS, AMPLIFYING KNOWLEDGE, AND CATALYZING GROWTH
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The OT Security Professionals ,a distinguished Non-Profit Online Educational Community exclusively
founded in December,2020 for aspiring and established OT Security Professionals !

This community offers a platform for professionals to connect, learn, and grow in the field of
Operational Technology (OT) - Industrial Control System (ICS), DCS, SCADA, and Substation Automation
System (SAS) and get specialized in OT Cyber Security.

The OT Security Professionals Community take pride in bringing together experts from the industry,
who impart knowledge and share practical experiences to help you stay abreast of the latest trends
and challenges. As a member of community, you will have access to an extensive range of resources,
including tech-talk sessions where you can engage with like-minded & expert professionals, exchange
ideas and share your experiences. Additionally, OT Security Professionals plan to provide the latest
industry news and updates to keep you well-informed about the latest developments in OT Security.

Moreover, OT Security Professionals plan to offer training and mentoring opportunities to help you
achieve your professional goals. This community is open to both experienced OT Professionals and
aspiring OT Security professionals, and aim to provide a safe and inclusive space for professionals to
network, learn, and share knowledge and experiences.

As a non-profit initiative, OT Security Professionals are committed to making this community accessible
to all professionals who are passionate about OT Security. OT Security Professional believe that this
community can make a real difference in advancing the field of OT Security and improving the security
posture of critical infrastructure around the world.

Follow OT Security Professionals on LinkedIn and become a part of this vibrant community of OT
Security Professionals !

For Joining OT Security Professional’'s WhatsApp Community, Message on LinkedIn Page.

Disclaimer: The views expressed in this newsletter are solely an independent personal perspective of the authors, derived
from their extensive past industry experience and intended to provide valuable insights for the OT Security community.
These views do not reflect the positions or perspectives of their current employer or organization and should not be
associated with their current roles or affiliations. All images used are generated by GenAl, and the content is entirely
original, representing the authors' own thoughts. Any resemblance to existing material is purely coincidental, as similarities
may arise due to shared industry expertise and common experiences in the OT Security domain.
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